INFORMATION TECHNOLOGY QUESTIONNAIRE


	FOR IDOB USE ONLY

	SS Start Date
	________________
	
	

	City
	________________
	
	

	FDIC Certificate #
	________________
	
	

	FOR IDOB USE ONLY


IDOB INFORMATION TECHNOLOGY 

INFORMATION REQUEST LIST AND QUESTIONNAIRE (03/11)

Name of Bank being examined: 
Name of Information Technology (IT) contact person:       
Name of Internet banking contact person:       
Name of wire transfer contact person:       
Name of ACH contact person:       
Any records taken off bank premises by the examiners will need to be on a disk, photocopies or printouts generated for the examiners. Please label and sort the information according to the corresponding letter and number (i.e., TA-1).
AUDIT

	     
	TA-1
	Most recent information technology risk assessment.

	     
	TA-2
	Internal and/or external audit reports performed on the IT area since the last State examination.

	
	
	

	     
	TA-3
	Vulnerability assessments and /or penetration tests completed in the last 24 months.

	
	
	

	     
	TA-4
	FDIC/Fed Exit meeting agenda from previous regulatory examination.

	
	TA-5
	Tracking documents used to track the progress/resolution of recommendations made by regulators and auditors.

	
	
	


MANAGEMENT

	     
	TM-1
	IT related policies and procedures (including wire transfer and ACH).

	     
	TM-2
	Computer related insurance policies.


VENDOR MANAGEMENT

	     
	VM-1
	Documentation of bank’s vendor review program. In particular, documentation supporting the monitoring of critical vendors on a regular basis (financial statements, SAS70 reports, disaster recovery plan, compliance with contractual terms, etc).

	
	
	

	     
	VM-2
	Documentation pertaining to due diligence reviews on services, products, and/or vendors introduced since the last State examination.

	
	
	

	     
	VM-3
	Have vendor and third party contracts/agreements available for onsite review.

	
	
	


DATA AND PHYSICAL SECURITY

	     
	DPS-1
	Documentation supporting review of all system access rights and privileges.

	
	
	

	     
	DPS-2
	Topology map (network diagram).  Note virtual technology used.

	     
	DPS-3
	Samples of reports used to monitor security violations, such as failed access attempts, for all systems included on the Products and Services Information spreadsheet attached at the end of this questionnaire.  (If reports are voluminous, provide for onsite review).

	
	
	


DISASTER RECOVERY/BUSINESS CONTINUITY PLANNING

	     
	BC-1
	Disaster Recovery/Business Continuity Plan.

	     
	BC-2
	Documentation of testing of the Disaster Recovery/Business Continuity Plan since the last State examination.

	
	
	

	     
	BC-3
	Have agreements/contracts with backup sites or disaster recovery services available for onsite review.

	
	
	


WIRE TRANSFER
	     
	WT-1
	Blank wire transfer request form (include domestic and international if using separate forms).

	
	
	


If using Fedline Advantage

	     
	WT-2
	List the bank personnel fulfilling the following roles:

	
	   
	· End User Authorization Contact(s) [EUAC]

	
	   
	· Funds Supervisor

	
	   
	· Technical Support Liaison

	     
	WT-3
	Provide:

	
	
	· Subscribers and Roles report

	
	
	· Screen print of the “FedPayments Manager – Funds Processing Options – Verification tab and Settings tab”

	
	
	· Screen print of all of the “Update Verification” events listed on the “FedPayments Manager – Funds Processing Application Audit Log” for the previous twelve months. (Funds Supervisor is required for this option)


If using Autosolutions (Bankers’ Bank) 

	     
	WT-4
	Provide:

· Printout of the Security Profile Report [an employee with the report function checked would go to the Application button in the main menu, create the report, and then go to the Report Manager and print the report]

· Print out of the User Report

	
	
	


If using a system other than Fedline or Autosolutions

	     
	WT-5
	Provide security profiles and user access reports for those methods being used. 

	
	
	


AUTOMATED CLEARING HOUSE
	     
	ACH-1
	The two most recent ACH audits done in accordance with NACHA guidelines.

	
	
	

	
	ACH-2
	Blank originator contract. Make available onsite all Originator contracts.

	
	
	

	
	ACH-3
	ACH Risk Assessment


REMOTE DEPOSIT CAPTURE

	     
	RDC-1
	List of participating merchants

	     
	RDC-2
	Sample merchant contract


	MANAGEMENT


1.
Please describe any significant plans for changes in Information Technology management personnel, software, hardware, or operating procedures.        
2.
Describe how the Board of Directors is informed of IT related risks and activities.      
3.
Are there any pending lawsuits/contingent liabilities relating to IT/electronic banking activities?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, describe and provide an attorney's letter indicating the bank's liability and potential for loss.       
4.
Has the bank encountered any computer-related crime?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, what was the nature of the crime and was a suspicious activity report filed?       
5.
Do IT personnel participate in training programs?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, what types of programs?       
6.
Is IT/related training provided to other officers and employees of the bank?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, explain how.       
	VENDOR MANAGEMENT


1.
Have you had problems with any vendors?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, give details.       
2.
Does the bank belong to any vendor user groups?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, give details.     
	DEVELOPMENT AND ACQUISITION


1.
Do you allow remote vendor access (example: PC Anywhere)?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, describe the process used to allow and secure remote access.  In addition, please list the names of the parties given this access.       
2.
Does the bank or outsource vendor have a software escrow agreement in place?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, how often is the escrowed software independently verified as being current and complete?        
	SUPPORT AND DELIVERY


1.
For the following areas, indicate the control method used by denoting “S” for separation of duties, “R” for rotation of duties or “O” for other methods used in the column provided. Further note the individual(s) responsible for these duties in the column provided.

	
	Control method used
	Performed by

	Input preparation
	
	

	Data entry
	
	

	Handling of rejects for reentry
	
	

	Review and handling of unposted transactions
	
	

	Balancing of final output
	
	

	Statement preparation
	
	

	Master file changes (address changes or due dates)
	
	

	Parameter changes (interest rates, service charges)
	
	

	
	
	

	
	
	


2.
Which of the following activity logs/exception reports are reviewed, how often, and by whom?
	Log
	Frequency
	Name of Reviewer

	New loans
	
	

	File maintenance
	
	

	Dormant
	
	

	Parameter changes
	
	

	Kiting
	
	

	Audit logs
	
	

	Backup logs
	
	

	System reports
	
	

	Firewall logs
	
	

	Intrusion detection logs
	
	

	Internet Banking
	
	

	Security reports
	
	

	
	
	


3.
What procedures are in place for controlling and disposing of computer output?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No Are people who don’t need access denied access?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No Do they have a separate basket for recycle?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No Is the basket emptied each night?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No Is it dumped into locked bins?


Who shreds it – bank or third party?       
· If bank, where kept till shred and how is it shred?  How is it disposed of?       

If third party, how do they access the locked bins?       
· Is it shredded onsite?       
4.
Are you offering remote capture?


 FORMCHECKBOX 
 Branch capture


 FORMCHECKBOX 
 Merchant capture


 FORMCHECKBOX 
 NA
5.
If offering merchant capture, does the bank have a written agreement/contract with the merchants?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  FORMCHECKBOX 
NA  

6.
Do you offer any form of mobile (cellular) banking?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  FORMCHECKBOX 
NA  

	DATA AND PHYSICAL SECURITY


1.
Describe the process and frequency for review of individuals' system access rights and privileges for core processing, networks, and other critical systems.  Please address networks and mainframes separately if needed.
2.
Describe how user access to computer resources is handled for new employees, promotions/change in job description, and terminations.       
3.
Does the bank have any connections via frame relay?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, is the data encrypted over the frame?       
4.
Provide password parameter controls:
	Internal Password Control
	Core 
Processing
	Internet –Banking
(bank access)
	Networks

	Password length
	
	
	

	Change interval
	
	
	

	Password composition rule
	
	
	

	Password history
	
	
	

	Failed attempts
	
	
	

	Timeout setting
	
	
	

	Minimum password age
	
	
	

	
	
	
	


5.
Do employees have access to customer passwords (Internet banking)?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No

6.
Is the bank utilizing wireless technology within its network or for Internet access?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, describe how this technology is used, what data is transmitted in this manner, and whether the data is encrypted and secure.       
7.
Are laptops being used by the bank?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, list the names of individuals issued laptops.  Also describe security considerations and whether the wireless capabilities of the laptops have been disabled.       
8.
What procedures are in place to ensure that software and operating system updates/patches are applied in a timely manner?  Indicate if the updates/patches are tested prior to installation.       
9.
What procedures are in place to ensure that virus definitions are updated on servers and workstations in a timely manner?  Identify who is responsible for this task and how often the computer system is scanned for viruses.       
10.
What procedures are in place to protect the bank’s network from spyware and malware?       
11.
Is a vulnerability assessment performed?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, how frequently is it done?       


Who does it?       

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  Are they bonded or do they carry liability insurance?  


Who is responsible for reviewing the results?       

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If outsourced, was any type of due diligence done on the vendor?



If yes – what was done?      

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  Is there a contract with this vendor?

 
Is penetration testing done?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, how frequently is it done?       


Who does it?       

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  Are they bonded or do they carry liability insurance?  


Who is responsible for reviewing the results?       

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If outsourced, was any type of due diligence done on the vendor?



If yes – what was done?      

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  Is there a contract with this vendor?

12.
Is an intrusion detection system or intrusion prevention system in place?  

 FORMCHECKBOX 
IDS  FORMCHECKBOX 
IPS

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, how frequently is it tested?       

Who is responsible for testing it?       

Who is responsible for reviewing it and monitoring the activity?       

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If outsourced, was any type of due diligence done on the vendor?



If yes – what was done?      

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  Is there a contract with this vendor?
13.
Who is responsible for installing, configuring, and updating the banks firewalls?  Additionally who is monitoring the firewall, what is being monitored, and how frequently?  Describe how the bank is alerted to attacks on the firewall during and after bank hours.       
14.
How is the bank alerted to attacks on the firewall at the web site host or the outsource vendor?       
15.
Are all unused services blocked at the firewall?  How is this verified?       
16.
Are controls in place restricting physical access to computer hardware, software, and communication equipment?  If yes, explain.      
17.
Are the bank’s hardware and phone lines protected from power surges, lightning strikes, etc.?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, how?       
18.
At what level is sensitive data encrypted? (Internet, email, etc)

 FORMCHECKBOX 
 40-bit

 FORMCHECKBOX 
 128-bit

 FORMCHECKBOX 
 other (describe)      
19.
Is the bank using digital signatures and/or digital certificates?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No Digital signatures

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No Digital certificates (or ID)

20.
Is the bank utilizing any virtualization or virtual servers?       
	DISASTER RECOVERY AND BUSINESS CONTINUITY PLANNING


1.
Describe the bank’s backup procedure for customer and network data.  Include where the backups are stored, how the backup media is rotated, etc.       
	AUTOMATED CLEARING HOUSE


1.
How does the bank process ACH items?       
2.
Is your financial institution a RDFI only or do you participate as an ODFI also?

 FORMCHECKBOX 
 RDFI only

 FORMCHECKBOX 
 ODFI and RDFI
	WEB SITE


1.
When did the bank’s web site become active?     
2.
Is the web site address reported on the bank's quarterly call reports?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No
3.
If applications are available over the web site, how are they submitted by the customer and how is the identity of the individual verified?  In addition, indicate whether applications are accepted for noncustomers.       
4.
Has the bank checked into similar domain names?  (web addresses that are similar or could be mistaken for the banks)  Refer to FDIC Bank Technology Bulletin dated November 8, 2000.


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No
	TRANSACTIONAL WEB SITE


1.
What is included on your transactional web site?

 FORMCHECKBOX 
  Internet banking

 FORMCHECKBOX 
  Insurance services
 FORMCHECKBOX 
  Trust services

 FORMCHECKBOX 
  Brokerage services

 FORMCHECKBOX 
 Small business services
 FORMCHECKBOX 
  Bill payment

 FORMCHECKBOX 
  Commercial business services



 FORMCHECKBOX 
  ACH
 FORMCHECKBOX 
  Portal services

 FORMCHECKBOX 
  Aggregation services
 FORMCHECKBOX 
  Cash management services
 FORMCHECKBOX 
 Wire transfer request
 FORMCHECKBOX 
  Other (explain)       
2.
How many customers are signed up for Internet banking and bill payment (if offered)?

Internet banking     
bill payment     
3.
When did you start offering Internet banking?       
4.
What options are available to the customer once they have accessed Internet banking?
	 FORMCHECKBOX 

	Viewing of account balances
	 FORMCHECKBOX 

	Transfer of funds between accounts

	 FORMCHECKBOX 

	Bill payment
	 FORMCHECKBOX 

	Bill presentment

	 FORMCHECKBOX 

	24/7 customer service by phone or email
	 FORMCHECKBOX 

	Online application for checking and savings accounts

	 FORMCHECKBOX 

	Online mortgage and CD applications
	 FORMCHECKBOX 

	Viewing of loan status and credit card account information

	 FORMCHECKBOX 

	IRA and brokerage account information access
	 FORMCHECKBOX 

	Checkbook reconciliation

	 FORMCHECKBOX 

	Viewing of account history
	 FORMCHECKBOX 

	Viewing of digital checks online

	 FORMCHECKBOX 

	Ordering checks online
	 FORMCHECKBOX 

	Issuing stop payment orders online

	
	
	 FORMCHECKBOX 

	Other      


5.
What type of environment does the Internet banking site operate in?


 FORMCHECKBOX 
 real time (is the main frame updated immediately?)
 FORMCHECKBOX 
 batch processing 


 FORMCHECKBOX 
 memo post

6.
If using batch processing, how and when is information transferred between the vendor and the bank?       
7.
What services (if any) are customers being charged for and how much?       
8.
Other than applications, are any types of lending or loan advances done over the Internet?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, provide procedures followed.       
9.
Are there procedures for verifying the legitimacy of customer requests for changes to their accounts or customer information?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No  If yes, describe the procedures.       
10.
What type of multifactor authentication (FIL 103-2005) are you using for your transactional web site?
     
Signature and email address of person in charge of the Information Technology area:   

Signature:__________________________________________________________
Email address:______________________________________________________
Date signed:  _________________

	SYSTEM DESCRIPTION SCHEDULE


Please complete all applicable columns for every type of system or platform maintained in-house.  If there are multiple systems for core processing, networks, etc., provide the requested information for each platform. 

	System/Platform
	Hardware Platform Manufacturer
	Model
	O/S & Version Number

	
	
	
	

	Core Processing:
	
	
	

	  System #1
	
	
	

	  System #2
	
	
	

	  System #3
	
	
	

	  System #4
	
	
	

	
	
	
	

	Trust Systems:
	
	
	

	
	
	
	

	Network(s):
	
	
	

	Operating System(s):
	
	
	

	     # of Servers
	
	
	

	     # of Users
	
	
	

	
	
	
	

	Internet Service Provider (ISP)
	
	
	

	
	
	
	

	Wireless LANs 
	
	
	

	
	
	
	

	 Network Administration Internally or outsourced?
	
	
	

	
	
	
	

	Firewalls: note vendor/OS
	
	
	

	Type of firewall:  (Packet filter, Statefull Inspection, Application Gateway, Circuit Level Gateway, Proxy Server, Other)

 [Please circle]

	
	
	
	

	Intrusion Detection Systems
	
	
	

	      Host based IDS
	
	
	

	      Network based IDS
	
	
	

	Anti-Virus 
	
	
	

	How are virus signature files updated on servers and workstations? (Vendor push, Auto Update, Manual method, Other)

 [Please circle]

	
	
	
	

	
	
	
	


	PRODUCTS AND SERVICES INFORMATION


Please indicate whether the product or service is in-house or outsourced to a third party.  If in-house, please indicate the software application name and version and the name of the vendor who provided the software.  If outsourced, please indicate the name of the third-party service provider and the software application supporting that product or service.  (rows can be added as needed)
Please indicate which products and services are new within the last 24 months with an *.

	PRODUCTS AND SERVICES
	Data Security Administrator
	In-house, Outsourced, or facilities mgt
	If in-house, indicate software application name and vendor name
	If serviced, indicate third party and software application name

	
	
	
	Software application/ version #
	Vendor name

City, State
	Third party

City, State
	Software application/ version #

	
	
	
	
	
	
	

	Core Processing:

Core banking app
	
	
	
	
	
	

	
	
	
	
	
	
	

	Deposits:
	
	
	
	
	
	

	  Demand deposits
	
	
	
	
	
	

	  Savings and time
	
	
	
	
	
	

	
	
	
	
	
	
	

	Loans:
	
	
	
	
	
	

	  Commercial
	
	
	
	
	
	

	  Mortgage
	
	
	
	
	
	

	  Consumer
	
	
	
	
	
	

	  Credit card
	
	
	
	
	
	

	
	
	
	
	
	
	

	Customer Information File
	
	
	
	
	
	

	
	
	
	
	
	
	

	General Ledger
	
	
	
	
	
	

	Trust
	
	
	
	
	
	

	Item processing
(proof)
	
	
	
	
	
	

	Wire Transfer
	
	
	
	
	
	

	ACH
	
	
	
	
	
	

	Networks
	
	
	
	
	
	

	Imaging
	
	
	
	
	
	

	Wireless
	
	
	
	
	
	

	Other
	
	
	
	
	
	

	
	
	
	
	
	
	

	Payroll
	
	
	
	
	
	

	Investments
	
	
	
	
	
	

	Merchant Capture
	
	
	
	
	
	

	
	
	
	
	
	
	

	Internet/E-banking:
	
	
	
	
	
	

	Web site address
	http://     

	Web site host
	
	
	
	
	
	

	Internet banking
	
	
	
	
	
	

	Telephone banking
	
	
	
	
	
	

	Account aggregation
	
	
	
	
	
	

	Bill payment
	
	
	
	
	
	

	Bill presentment
	
	
	
	
	
	

	On line credit/deposit apps
	
	
	
	
	
	

	Firewalls
	
	
	
	
	
	

	Other
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